e}
“NLC”

NATIONAL LAW CENTER
FOR CHILDREN AND FAMILIES

NLC MEMORANDUM OF LAW
ON LEGAL ISSUES INVOLVING

THE USE OF FILTERING SOFTWARE BY
LIBRARIES, SCHOOLS, AND BUSINESSES

3819 PLAZA DRIVE
Fairfax, Virginia 22030-2512
(703) 691-4626, Fax: -4669
http://www.NationalLawCenter.org

09/29/99COPYRIGHT NATIONAL LAW CENTER FOR CHILDREN AND FAMILIES, 1997



Posted on the World Wide Web at
http://www.NationalLawCenter.org

NATIONAL LAW CENTER
FOR CHILDREN AND FAMILIES

NLC MEMORANDUM OF LAW
On Legal Issues Involving
USE OF FILTERING SOFTWARE BY LIBRARIES, SCHOOLS, AND
BUSINESSES TO SCREEN ACQUISITION OF PORNOGRAPHIC MATERIAL
FROM THE “INTERNET” IS BOTH LAWFUL AND CONSTITUTIONAL

The National Law Center for Children and Families (NLC) is a non-profit educational organization with
attorneys who specialize in assisting and advising prosecutors and law enforcement agents in issues and cases
involving the unlawful distribution of pornography and related speech cases. The legal staff has extensive
experience in the prosecution of obscenity violations, child sexual abuse, and child pornography in state and
federal courts. After reviewing the relevant state and federal statutory and case law, NLC submits that the use of
filtering/screening software by public and private libraries and schools is both constitutional and lawful. This
NLC Memorandum of Law is being made available to the public to provide the reasons and precedents
supporting this position and discuss related issues, including:

There is an absolute and enforceable criminal prohibition under current federal laws against the transmission of
obscene material and child pornography over the Internet, Usenet, World Wide Web, Bulletin Board Systems,
chat rooms, email, and other online services. Renov. ACLU, 521 U.S. __, 117 S. Ct. 2329 (June 26, 1997). (See
Title 18 of the United States (Criminal) Code, Sections 1462 and 1465.) It is unlawful to transmit obscenity and
child pornography by computer transmissions and services which use phones lines and common carriers, just as it
is by mail or any other method of interstate or foreign commerce. Such illegal acts also constitute racketeering
predicates under the RICO Act (18 U.S.C. § 1961, et seq.) State laws likewise make it illegal to bring into or
distribute obscenity or child pornography within a state.

Obscenity and child pornography are not protected by the First Amendment and are not within the area of
Constitutionally protected speech or press. The universal judgment that obscenity and child pornography should
be restrained is also reflected in the international Treaty first adopted in 1911 and now administered by the
United Nations on behalf of the United States and over 100 nations. See Agreement for the Suppression of the
Circulation of Obscene Publications, 37 Stat. 1511, Treaties in Force 209 (U.S. Dept. of State). Cited in Roth v.
United States, 354 U.S. 476, 495 n. 15 (1957).

The dissemination of sexually explicit material legally defined as “harmful to minors” involves the safety of
children -- a matter of “surpassing” public importance. Most states have enacted “harmful to minors”
legislation, patterned after the U.S. Supreme Court case of Ginsberg v. New York, 390 U.S. 629 (1968), which
upheld controls on the dissemination of harmful matter to minors even though that matter may not be obscene
for adults. In Ginsberg, the Supreme Court definitively held that protecting children from exposure to obscene
and harmful material satisfies a compelling state interest. This was reaffirmed by the Court in Reno v. ACLU,
supra, which recognized the legitimacy and importance of the goal of protecting children from harmful
materials, even though it struck the indecency provisions of the Communications Decency Act. The Court in
Reno did not deny the States their power to enforce such “harmful to minors” laws, just as the Court reaffirmed
the enforcement of obscenity laws in “cyberspace.”
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The voluntary and discretionary use of filtering/screening software by libraries and schools, both public and
private, as well as by private companies and institutions, to assist in preventing the acquisition of illegal and
objectionable pornography from the various interactive computer services available through the Internet and
other online databases and to restrict access to sexually explicit pornographic material on computer terminals, is
lawful and fully consistent with the Constitution. It is constitutionally permissible and appropriate for an
administration or governing board to employ a software filtering device for library or school computers that
provide access to the Internet, Usenet, or other online services. Even though the use of such filters may or may
not be required by law, libraries and schools have the right and the privilege of making voluntary use of
software programs and services to avoid public, semi-public, and private property from being used to improperly
acquire, select, or access material that is unsuitable, offensive, or otherwise undesirable. Just as a library or
school has broad discretion in selecting books, magazines, and videos for their collections, avoiding an
inadvertent or involuntary selection or acquisition of pornography by employing a software program or other
screening service allows for the screening or filtering of that material which the library or school would not
otherwise have chosen for its other collections. Such materials may include, but are not limited to, that which
meets the definition of obscenity as expressed in Miller v. California and its progeny (*hard-core
pornography”); child pornography, as defined in New York v. Ferber, and 18 U.S.C. §8 2252, 2256 (minors
engaged in sexually explicit conduct or lewd/lascivious genital exhibitions); material harmful to minors, as
defined by the *“*Millerized”” Ginsberg test (“soft-core pornography”). Such discretion may also include
whatever other material a board, administrator, librarian, or teacher finds to be "educationally unsuitable" for
patrons or minor children; or materials which could cause the use of property, facilities, or services to create a
hostile work environment or constitute sexual harassment under applicable State or Federal law. Libraries,
schools, and businesses making good faith use of such access restriction software to protect children or to avoid
illegal materials for adults is protected from liability by the “Good Samaritan” immunity provided by the CDA.
See 47 U.S.C. § 230 (c)(2), 110 Stat. 139 (1996). Libraries, in particular, should not, need not, and have no
legal justification or obligation to provide minor children with access to hard-core or soft-core pornography or to
child pornography and have no obligation or justification to obtain or provide adults with access to obscenity or
child pornography.

In addition to the above considerations, whether exposure occurs in a public library, school, non-profit group, or
a business, workplace pornography and computerized “cyberporn” is a source of potential legal liability for
those vested with management or control over the respective work environments. The viewing of pornography
in public places creates an offensive, uncomfortable, and humiliating environment for women co-workers (in
addition to unlawfully exposing or displaying such “harmful” material to minors). Pornography in the
workplace can constitute or be evidence of sexual harassment in violation of state and federal civil rights laws
and create or contribute to a hostile environment in violation of Title VII's general prohibition against sexual
discrimination in employment practices. See 42 U.S.C. § 2000e-2; 29 CFR 8 1604.11; 18 U.S.C. § 242; 42
U.S.C. 881981, 1982. See “Pornography, Equality, and a Discrimination-Free Workplace: A Comparative
Perspective,” 106 HArRvARD Law Review pp. 1075-92 (1993); Robinson v. Jacksonville Shipyards, 760 F. Supp.
1486 (M.D. Fla. 1991).

The proscription against obscenity and child pornography, the regulation of material harmful to minors, and the
ban against sexual harassment, are grounded upon the legitimate governmental aim of controlling and regulating
“Public Morality” (as opposed to “private morality”), involve “public health, safety, and morals,” and are
directed at “public conduct,” conduct which affects the people as a whole. The use of filtering software to block
or screen illegal and offensive material is a protective measure that can provide the best available defense
against criminal liability and the only immunity from civil liability under present law. Regardless of the
political debate between advocates on “filterware” and “censorware”, use of a technically competent, advocacy
neutral, filter program is good public policy, good self defense, and good for children and families. As the
Supreme Court said in Paris Adult Theatre v. Slaton, 413 U.S. 49, 59 (1973), in holding that obscenity traffic is
unlawful even among consenting adults; “Rights and interests ‘other than those of the advocates are
involved’.”
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FOR CHILDREN AND FAMILIES
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Fairfax, Virginia 22030-2512
(703) 691-4626, Fax: -4669

NLC MEMORANDUM OF LAW
On Legal Issues Involving
USE OF FILTERING SOFTWARE BY LIBRARIES, SCHOOLS, AND
BUSINESSES TO RESTRICT ACCESS TO INTERNET PORNOGRAPHY
IS CONSTITUTIONAL

This NLC Memorandum of Law is part of an educational effort concerning law and the Internet, with a focus on the subjects of obscenity
and child pornography law, regulation of material harmful to minors, and the Constitutional rights of the individual and the community.
NLC welcomes comments and additions for inclusion in subsequent updates to reflect other issues and future developments. This
Memorandum may be quoted or copied if NLC credit is given or maintained.

TABLE OF CONTENTS
1. Introduction
2. Summary of Findings
3. Pornography Definitions
4. The Social Issues Posed by the Instant and Widespread Availability of Illegal and Harmful Pornography Over
the Internet and Online Services to be Addressed by Law Enforcement and the Community
5. The Entities Involved: Public or Private Libraries, Schools, and Businesses
Entities Offering Internet Access May Not Arbitrarily Refuse to Install Internet Filters Without Exposing
Themselves to Criminal Responsibility and Civil Liability
Filtering Software: Removal versus Acquisition
6. With Respect to the Social Issues Involved, What are the Rights and Responsibilities of Public Libraries and
Schools?
The Public Library and the School Library as Limited Public Forums
School Cases discussing Related Issues
Impact of Board of Education v. Pico, 457 U.S. 853 (1982)
7. With Respect to the Social Issues Involved, What are the Rights and Responsibilities of a Business?
8. The Legal Issues Involved: Federal and State Laws Ban the Use of Cyberspace to Accomplish Unlawful

Sexual Exploitation
Federal and State Laws Prohibit the Use of Cyberspace to Disseminate Obscenity and Child Pornography
among Adults or Minors, and Material to Minors that are Harmful to Minors
The Legal Ban against Obscenity
Federal Law
State Law
The Legal Ban against Child Pornography
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Federal Law
State Law
Case Law Defining "Child Pornography"
The Legal Restriction of Material Harmful to Minors

9. Cyberporn Creates an Environment Hostile to Work and Education, Is Sexual Harassment, and Should Be
Banned from the Workplace
The Legal Proscription against Sexual Harassment in the Workplace

10. The Context in Which the Social Issues are Addressed: “Cyberspace”
What is the Internet?
The Significance of the Reno Decision
The Boundaries in Cyberspace Constantly Change, and the Ability to Manage and Regulate the
“Electronic World” of the Internet Improves as Technology Advances
The Character and Dimensions of the Internet
The Availability of Sexually Explicit Pornography in Cyberspace
The Issue of Age Verification for Recipients of Internet Communication

11. Aftermath of Reno: Obscenity and Child Pornography Remain Illegal in Cyberspace and State Harmful to
Minors Laws Remain Viable
What Portions of the CDA were affected by Reno?
Background of Challenged Provisions of CDA
What was the 9-0 vote?
What was the 7-0 vote?
Case Discussion: Vagueness versus Overbreadth
The “Void for Vagueness” Doctrine
The “Overbreadth” Doctrine

12. Filtering Software: Good Pros vs. Bad Cons
Filtering Software Can Block Illegal, Inappropriate, and Unwanted Images

13. Addressing Concerns Raised by Fear of “Censorship”
The ALA "Library Bill of Rights" Cannot Be Used to Shield Obscenity, Child Pornography, or Material
Harmful to Minors from the Application of State or Federal Law
14. Conclusion: The Use of Filtering Software by Libraries, Schools, and Businesses Is Constitutional
APPENDIX:
Immunity provisions of Communications Decency Act of 1996 (CDA),

“Protection for ‘Good Samaritan’ Blocking and Screening of Offensive Material”
47 U.S.C. Section 230 (c)(2)

NOTICE AND DISCLAIMER: The NLC’s memorandum attempts to highlight and discuss certain prominent legal issues
raised by the use of filtering software by libraries and schools to block access to sexually explicit pornography by computer
(i.e. Usenet, World Wide Web, BBS, chat service, etc.). This review is provided as an educational service to the public and is
not meant as personal or specific legal advice or analysis. Legal advice must be tailored to the specific facts and
circumstances of each case and attorney-client guidance must be obtained from personal counsel.
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NATIONAL LAW CENTER

FOR CHILDREN AND FAMILIES

NLC MEMORANDUM OF LAW
On Legal Issues Involving
USE OF FILTERING SOFTWARE BY LIBRARIES, SCHOOLS, AND
BUSINESSES TO BLOCK ACCESS TO SEXUALLY EXPLICIT MATERIAL ON
THE INTERNET IS CONSTITUTIONAL

1. Introduction

“A popular Government, without popular information, or the means of acquiring it, is but a Prologue to a Farce
or a Tragedy, or perhaps both. Knowledge will forever govern ignorance, and a people who mean to be their own
Governors must arm themselves with the power which knowledge gives.” 9 Writings of James Madison 103 (G.
Hunt ed.1910). Cited in Board of Education v. Pico, 457 U.S. 853, 868 (1982).

The National Law Center for Children and Families (NLC) is a non-profit educational organization which
specializes in assisting and advising prosecutors and law enforcement agents in issues and cases involving
the unlawful distribution of pornography and related speech cases. The legal staff has extensive
experience in the prosecution of laws relating to obscenity, child pornography, materials harmful to
minors, indecency, and child sexual abuse, in state and federal courts. After reviewing the relevant state
and federal Constitutional, statutory, and case law, we submit that the use of filtering software by public
libraries and schools is both constitutional and lawful. This NLC Memorandum of Law, which sets forth
the reasons for this opinion and discusses related issues, is being made available to the public as part of
NLC’s educational function concerning law and the Internet.

DEDICATION

To American Youth: May they grow up to teach their children that sexual exploitation, whether for commercial
or non-commercial purposes, is an abomination which cannot be tolerated in Society.

To Parents: May Parents and others who have the primary responsibility for children’s well- being receive the
support of laws designed to aid them discharge that responsibility and to which they are entitled
under the U.S. Constitution and the decisions of the U.S. Supreme Court.

To the U.S. Constitution: May the present generation preserve and protect this precious jewel of freedom, by
recognizing their rights and responsibilities under our Constitutional form of
government, while maintaining the intellectual honesty and courage to directly
address the important social issues and problems involved in restricting sexual
exploitation in our society.

To the First Amendment: May its banner never be wrongly used as an “intellectual straightjacket,” to transform
“freedom of thought™ into “freedom from thought.”
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2. Summary of Findings

FINDING 1. The Use of Filtering Software by Libraries, Schools, and Businesses Is
Constitutional, Appropriate, and Necessary to Deal with Internet Pornography.

FINDING 2. The Use of Filtering Software Is the Best Defense Against the Illegal:
Transmission of Obscenity and Child Pornography to Adults or Children under
State and Federal Law, and
Access by Minors to Materials Which Are “Harmful to Minors™ under State
Laws.

After a review of the relevant legal authority, it is the opinion of the NLC legal staff that a Public Library
or School, and the Internet Service Providers who service them, in the context of offering Internet access
to minors and adults, can legally use filtering software to exclude selection and restrict access to explicit
sexual pornography which could be deemed:

(1) “Obscene” (as that term is constitutionally defined by the U.S. Supreme Court for both
Federal and State laws: Miller v. California, 413 U.S. 15, 24-25 (1973); Smith v. United States,
431 U.S. 291, 300-02, 309 (1977); Pope v. Illinois, 481 U.S. 497, 500-01 (1987))

or
(2) “Child Pornography” (as that term is statutorily defined under Federal and State laws and
upheld by case law: New York v. Ferber, 458 U.S. 747 (1982), Osborne v. Ohio, 495 U.S. 103
(1990); United States v. X-Citement Video, Inc., __U.S.__, 115 S.Ct. 464 (1994))

or,
(3) “Harmful to Minors” (as that term is defined under State statutes and in case law: Ginsberg
v. New York, 390 U.S. 629 (1968); Erznoznik v. City of Jacksonville, 422 U.S. 205, 216 n. 15
(1975); Virginia v. American Booksellers Ass’n, 484 U.S. 383, 394-98 (1988) (on remand,
following Va. Sup. Ct. construction, see 882 F.2d 125 (4™ Cir. 1989))

or
(4) “Sexual Harassment” (as that term is defined under Federal and State civil rights laws).

Use of filtering software by libraries and schools, public or private, as well as by private companies and
institutions, to block selection or access to sexually explicit, pornographic material from the Internet and
other online services, is fully consistent with the Constitution. It is constitutionally permissible and
appropriate for a governing board of a library, school, or business to require installation of a software
filtering device on computers under their control that provide access to the Internet, in order to block
public, semi-public, and private property from being used to improperly and unlawfully access material
that meets the definition of obscenity as expressed in Miller and its progeny (“hard-core pornography”);
child pornography, as defined in Ferber and 18 U.S.C. 8§ 2252, 2251A, and 2256 (minors engaged in
sexually explicit conduct or lewd/lascivious genital exhibitions); material harmful to minors, as defined
under the Ginsberg/Miller test (“soft-core pornography”); and whatever other material which a school or
library board or staff finds to be "educationally unsuitable™ for minor school children; or where use of
property, facilities, or services creates a hostile work environment or constitutes sexual harassment under
applicable State or Federal law.
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3. Pornography Definitions

A. Child Pornography: An unprotected visual depiction of a minor child (federal age is under 18)
engaged in actual or simulated sexual conduct, including a lewd or lascivious exhibition of the
genitals. See New York v. Ferber, 458 U.S. 747 (1982), Osborne v. Ohio, 495 U.S. 103 (1990),
U.S. v. X-Citement Video, Inc., 115 S. Ct. 464 (1994). See also U.S. v. Wiegand, 812 F.2d 1239
(9™ Cir. 1987), cert. denied, 484 U.S. 856 (1987), U.S.v. Knox, 32 F.3d 733 (3" Cir. 1994),
cert. denied, 115 S. Ct. 897 (1995). Note: In 1996, 18 U.S.C.§ 2252A was enacted and 8§ 2256
was amended to include child pornography that consists of a visual depiction that is or appears
to be of an actual minor engaging in sexually explicit conduct. See Free Speech Coalition v.
Reno, No. C-97-0281 SC, judgment for defendants, Aug. 12, 1997, unpublished, 1997 WL
487758 (N.D. Cal 1997).

B. Obscenity (adult): Not protected by the First Amendment. The Miller Test applies to actual or
simulated sexual materials and lewd genital exhibitions. See Miller v. California, 413 U.S. 15,
at 24-25 (1973); Smith v. United States, 431 U.S. 291, at 300-02, 309 (1977); Pope v. Illinois,
481 U.S. 497, at 500-01 (1987), providing the three-prong constitutional criteria for federal and
state laws and court adjudications:

(1) whether the average person, applying contemporary adult community standards, would find that
the material, taken as a whole, appeals to a prurient interest in sex (i.e., an erotic, lascivious,
abnormal, unhealthy, degrading, shameful, or morbid interest in nudity, sex, or excretion); and

(2) whether the average person, applying contemporary adult community standards, would find that
the work depicts or describes, in a patently offensive way, sexual conduct (i.e., ultimate sex
acts, normal or perverted, actual or simulated; masturbation; excretory functions; lewd
exhibition of the genitals; or sadomasochistic sexual abuse); and

(3) whether a reasonable person would find that the work, taken as a whole, lacks serious literary,
artistic, political, or scientific value.

C. Material Harmful To Minors: Known as "variable obscenity" or the Millerized Ginsberg Test.
See Ginsberg v. New York, 390 U.S. 629 (1968); and Miller, Smith, Pope, supra. It is illegal to
sell, exhibit, or display harmful (soft-core) pornography to minor children, even if the material
is not obscene or illegal for adults. See also Com. v. Am. Booksellers Assn, 372 S.E.2d 618
(Va. 1988), followed, American Booksellers Assn v. Com. of Va., 882 F.2d 125 (4™ Cir. 1989),
Crawford v. Lungren, 96 F.3d 380 (9" Cir. 1996), cert. denied, 117 S. Ct. 1249 (1997).
Harmful to minors"” means any written, visual, or audio matter of any kind that:

1) the average person, applying contemporary community standards, would find, taken as a
whole and with respect to minors, appeals to a prurient interest in nudity, sex, or
excretion, and

(2) the average person, applying contemporary community standards, would find depicts,
describes, or represents, in a patently offensive way with respect to what is suitable for
minors, ultimate sexual acts, normal or perverted, actual or simulated, sado-masochistic
sexual acts or abuse, or lewd exhibitions of the genitals, pubic area, buttocks, or post-
pubertal female breast, and

(3) areasonable person would find, taken as a whole, lacks serious literary, artistic,
political, or scientific value for minors.
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4. The Social Issues Posed by the Instant and Widespread Availability of
Illegal and Harmful Pornography Over the Internet and Online Services
to be Addressed by Law Enforcement and the Community

“The value of a society’s goods always derives from the values of its people. A democratic society that is
unwilling to bar Hustler on public newsstands or ban billboards from beautiful views cannot justly blame
capitalism for these offenses. It is up to the political, judicial, and religious institutions of the society, not
other businesses, to eliminate such opportunities for ugly profit. Capitalists perform a vital role in
determining what goods and services are initially offered to the public. But the people and their government
determine the limits of what can be marketed. Markets provide the ultimate democracy; democracy, though,
defines the marketplace.” George Gilder, The Spirit of Enterprise (Simon and Schuster: New York 1984), at
page 91.

Massive amounts of illegal material that is not protected by the First Amendment (consisting of
obscenity, child pornography, and material harmful to minors) are instantly available to persons of
any age over the Internet, the Usenet, Bulletin Board Systems, and other Online services. Illegal
material is easily transmitted and received via computer using various types of phone and
telecommunication devices. Internet pornography can invade the library, school and business
workplace, creating a hostile environment for women of any age and increasing the likelihood of
sexual harassment.

These developments constitute a social problem of unknown magnitude, involving important matters
in which there exists a compelling governmental interest, and raises the issue of the role of law
enforcement and the community in (1) combating sexual exploitation, (2) the protection of children,
and (3) preservation of the workplace.

The United States Supreme Court stated in Reno v. American Civil Liberties Union, 521 U.S. _,
117 S. Ct. 2329 (June 26, 1997), Reno Slip Opinion at 32, footnote 44:

“Transmitting obscenity and child pornography, whether via the Internet or other
means, is already illegal under federal law for both adults and juveniles. See 18
U.S.C. Sections 1464-1465 (criminalizing obscenity); Section 2251 (criminalizing
child pornography).” [Emphasis added.]

Prior to Reno, both federal and state law enforcement (perhaps waiting for guidance from the United
States Supreme Court) were slow to react to illegal pornographic Internet businesses. After the Reno
case, federal and state law enforcement officials now have a mandate to enforce federal and state
laws against the cyberspace transmission of obscene materials.

President Clinton repeated after the Reno decision that the Administration would enforce the existing
federal prohibitions against the cyberspace transmission of obscenity and child pornography over the
Internet and the use of the Internet by pedophiles to entice children to engage in sexual activity (see
White House press release of June 26, 1997). Federal law enforcement officials are empowered to
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comprehensively act on this policy, but are unlikely to publicly disclose their strategies to fulfill the
commitment made by the President.

Meanwhile, local communities remain inundated with volumes of illegal “cyberporn” material.
Parents of minors justifiably fear the deleterious effect of pornography upon their children, as more
public libraries and schools provide children with unsupervised and unrestricted Internet access.

The Reno Court reiterated its prior definitive holdings that protecting children from exposure to
obscene and harmful material is a matter of “compelling” and “surpassing” state interest. As first
enunciated in Ginsberg v. New York, supra, a majority of the Court adopted the legal position that
societal availability of pornography erodes public standards of morality and this, in turn, affects all
members of the community and in particular our children. The Court (at 642, footnote 10) referred
with approval to the observations of psychiatrist Dr. Gaylin of the Columbia University
Psychoanalytic Clinic, reporting on the views of psychiatrists in 77 YALE LAw JourRNAL at 592-593:

“*Psychiatrists...made a distinction between the reading of pornography, as unlikely to be
per se harmful, and the permitting of the reading of pornography, which was conceived
as potentially destructive. The child is protected in his reading of pornography by the
knowledge that it is pornographic, i.e. disapproved. it is outside of parental standards
and not a part of his identification process. To openly permit implies parental approval
and even suggests seductive encouragement. If this is so of parental approval, it is
equally so of societal approval -- another potent influence on the developing ego.’”

This NLC Memorandum seeks to examine these concerns in a legal framework that provides
voluntary remedies, protections, and solutions to private and public institutions. Pending a vigorous
initiative by law enforcement aimed at abolishing illegal activity, the use of filtering software may
provide the least restrictive, most effective, and best immediate defense to a local community
against: (1) the illegal transmission to adults or children of both obscenity and child pornography (as
those terms are defined by federal and state laws), and (2) the access by minors to pornographic
materials which are “harmful to minors” (as defined by state law). It is the only method which
protects minors and unconsenting adults from exposure to pornographic materials, while still
providing access to the Internet. It is the only method which will eliminate pornography from the
library, school and business workplace.

The legal positions expressed in this Memorandum are based upon a review of relevant state and
federal constitutional, statutory, and case law. See, especially:

Renov. ACLU, et al. (and Reno v. ALA, etal.), 521 U.S. _, 117 S. Ct. 2329 (June 26, 1997) (an NLC
attorney co-authored an amicus brief in this case on behalf of Members of Congress who
sponsored the CDA);

Title 18 of the United States (Criminal) Code, Sections 1462-1465, 1961, et seq. 2251-2256, 2423, and
related federal and state statutes;
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United States v. Alpers, 338 U.S. 680 (1950) (Under 18 U.S.C. Section 1462, there is an absolute
comprehensive ban on the traffic of obscenity using common carriers. The Court interpreted
the ban on the use of a common carrier to transport obscene materials (18 U.S.C. § 1462), to
cover the shipment of the then "new technology" of phonograph records, recognizing that the
power and intent of Congress in adopting the federal law had been to legislate comprehensively
to prohibit traffic in obscenity, and the section specifically was meant to include all
subsequently developed technologies [noting that the specific amendment of that section to
include "phonograph records" had been for the purposes of "clarification”, to give undeniable
notice to all what the law prohibits. The amendment was in a sense "redundant,” because the
statute already reached all new technologies, including "phonograph records.");

Roth v. United States (and Alberts v. California), 354 U.S. 476 (1957) (From a review of history since
the Constitution, the Court held that obscenity is not and never has been protected by the First
Amendment.);

Smith v. California, 361 U.S. 147 (1959) (To be convicted for violating obscenity laws, a person must
have scienter or knowledge/awareness of the general sexual nature of the pornography.);

Ginsberg v. New York, 390 U.S. 629 (1968) (holding that exhibition to minors of materials deemed
harmful to minors may Constitutionally be proscribed);

Stanley v. Georgia, 394 U.S. 557, 567 (1969) (cited in Miller, 413 U.S. at 18-19, for the proposition
that the Supreme Court has always recognized the States’ legitimate interest in prohibiting
public and commercial dissemination or exhibition of obscene materials, even though
government can’t criminalize its mere private possession in one’s own home, especially when
the mode of dissemination carries with it the danger of offending the sensibilities of unwilling
recipients or of exposure to juveniles);

U.S. v. Thirty-Seven Photographs, 402 U.S. 363, 376-77 (1971) (holding that Stanley "does not extend
to one who is seeking...to distribute obscene material to the public, nor does it extend to one
seeking to import obscene materials from abroad, whether for private use or public
distribution.” and that Congress may declare it “contraband”);

Miller v. California, 413 U.S. 15, 24-25 (1973) (announced the Constitutional test and definition for
obscenity, further explained in Smith v. United States in 1977 and Pope v. Illinois in 1987
(discussed infra), that considers the three qualities of whether the material appeals to the
prurient interest, depicts sexual conduct in a patently offensive way, and lacks serious literary,
artistic, political, or scientific value. As the Court stated, at 26, “At a minimum, prurient,
patently offensive depiction or description of sexual conduct must have serious literary, artistic,
political, or scientific value to merit First Amendment protection.” The case also categorically
reaffirmed that obscene materials are not protected speech, recognized that the States have a
legitimate interest in criminalizing the dissemination or exhibition of obscene materials and
could use community standards as a measure of the views of the average person for the prurient
and patent offensiveness findings of fact.);
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Paris Adult Theatre | v. Slaton, 413 U.S. 49 (1973) (holding that exhibition of obscene materials in a
place of public accommodation is not protected by the First Amendment, even to “consenting
adults”, and may be subject to criminal prosecution and/or civil injunctions);

Young v. American Mini-Theatres, 427 U.S. 50 (1976) (upholding the regulation of sexually oriented
businesses, using the zoning power of the States, and recognizing that legislatures “must be
allowed a reasonable opportunity to experiment with solutions to admittedly serious
problems”);

FCC v. Pacifica Foundation, 438 U.S. 726 (1978) (approved variable “indecency” standard for proper
government regulation of broadcasting to protect minor children and unconsenting adults from
exposure to patently offensive sex or nudity);

New York v. Ferber., 458 U.S. 747 (1982) (approving proscription against child pornography as
absolute felony contraband, not protected by the First Amendment, and without the need for a
finding that it is obscene under “Miller Test”) (an NLC attorney filed an amicus brief in this
case);

Board of Education v. Pico, 457 U.S. 868 (1982) (power and discretion of school board is broad in
selection process, whereas it is limited for removal of materials where improper motivation is to
suppress “ideas” rather than justified on basis of whether “educationally suitable” or
“pervasively vulgar”) (an NLC attorney filed an amicus brief in this case);

United States v. 12 200-ft. Reels, 413 U.S. 123 (1973) (importation case) and United States v. Orito,
413 U.S. 139 (1973)(interstate commerce case) (limited Stanley v. Georgia, 394 U.S. 557
(1969), in which the Court rejected the criminalization of mere possession of obscenity in the
privacy of one's own home to the facts of that case. Regarding the dissemination of obscenity to
consenting adults, the Court rejected “any correlative right to receive it [obscenity], transport it,
or distribute it” since there is no “zone of constitutionally protected privacy [that] follows such
material when it is moved outside the home area protected by Stanley.” Orito, 413 U.S. at 141-
42. The Court upheld the power of the federal government to completely ban the receipt,
transport, and distribution of obscene material, even if for private use or not for commercial or
pecuniary gain. Orito upheld 18 U.S.C. § 1462's ban on shipment of obscenity from San
Francisco to Milwaukee via the airlines, a common carrier. There is no "First Amendment”
right to transport obscene material. Section 1462 was not unconstitutionally overbroad on First
Amendment grounds in proscribing "non-public” transportation as well as "public”
transportation of obscene material. The use of common carriers is banned for the transportation
of obscenity, even for private use.);

Heller v. New York, 413 U.S. 483 (1973) (prior adversary hearing on obscenity is not constitutionally
required where material is seized by search warrant);

Hamling v. United States, 418 U.S. 87 (1974) (comparable materials are generally not relevant
evidence since mere availability of similar materials proves only that others are violating the
law. “Community standards” are determined in the community from which the jury pool is
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drawn. No expert testimony is needed to establish or prove what constitutes obscenity because
each juror is presumed by law to know what the views of the average or reasonable person are
(in the same way that jurors in civil cases are held to know what constitutes “reasonable”
conduct under the “reasonable person” standard for negligence, etc.);

Smith v. United States, 431 U.S. 291 (1977) (community standards are not a separate element of
obscenity, but a reference point or measure for what is prurient and patently offensive);

Ward v. Illinois, 431 U.S. 767 (1977) (sado-masochistic sexual acts may be included within Miller
“examples” of sexual conduct which can be found obscene);

Brockett v. Spokane Arcades, Inc., 472 U.S. 491 (1985) (prurience may include unhealthy or
abnormally lustful or degrading interests, as well as shameful or morbid interest in nudity, sex,
or excretion) (an NLC attorney filed an amicus brief in this case);

Pope v. Illinois, 481 U.S. 497 (1986) (applies “reasonable person” standard as reference point for
whether material lacks serious value, rather than community standard);

Fort Wayne Books v. Indiana, 489 U.S. 46 (1989). (RICO statutes can be used against enterprise
engaging in pattern of obscenity violations) (an NLC attorney filed an amicus brief in this case);

Sable Communications v. FCC, 492 U.S. 115 (1989) (obscene Dial-a-Porn can be banned from phone
system, 492 U.S. at 124-26, and indecent Dial-a-Porn can be regulated by credit cards, access
codes, or subscription so as to avoid access by minors, 492 U.S. at 121-22, 128-31. The Court's
approved statutory-FCC scheme was adopted by Congress in 1988-89, and upheld by the courts
as a valid means to prohibit the distribution of indecency to minors by these “least restrictive
means” that allow adult access while providing adequate safeguards to protect minors, resulting
in the present, constitutionally valid version of 47 U.S.C. § 223(b) and (c). See Information
Providers' Coalition v. FCC, 928 F.2d 866 (9th Cir. 1991); Dial Information Services v.
Thornburgh, 938 F.2d 1535 (2d Cir. 1991), cert. denied, 112 S. Ct. 966 (1992).);

Alexander v. United States, 113 S. Ct. 2766 (1993) (asset forfeiture, following RICO-obscenity
conviction, of entire enterprise holdings was permissible, including "communicative entities")
(NLC filed an amicus brief in this case);

United States v. Thomas, 74 F.3d 701 (6th Cir. 1996), cert. denied, 117 S. Ct. 74 (March 17, 1997)
(U.S. Government's first federal obscenity case, under 18 U.S.C. 8§ 1465, against the operators
of a computer bulletin board service. Defendants advertised on the Internet for torture,
excretory, rape, incest, bestiality, and child pornography, and sold computer GIF pictures from
their BBS. The obscenity was transmitted from California to Tennessee via computer-phone
modem. (In 1988, Section 1465 had been amended to include new technologies, such as
computer &phone modem devices, by adding the words "uses a facility or means of interstate
commerce" to the prohibitions on shipments of obscenity across state lines “for sale or
distribution”. See H.R. 3889, The Child Protection and Obscenity Enforcement Act of 1988,
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100th Cong., 2d Sess. By that Act, Congress also criminalized the use of cable, subscription,
and satellite TV to distribute obscenity, 18 U.S.C. Section 1468.) (NLC filed an amicus brief in
this case);

United States v. Kimbrough, 69 F3d 723 (5" 1995) cert. denied, 116 S. Ct. 1547 (1996) (American
citizen convicted under 18 U.S.C. § 2252 for smuggling/importing contraband child
pornography by downloading sexually explicit GIF images of minors by means of computer
modem from a foreign BBS and possessing such pictures on his computer in Texas);

Crawford, et al. v. Lungren, et al., 96 F.3d 380 (9" Cir. 1996), cert. denied, 117 S. Ct. 1249 (March 17,
1997) (upholding the constitutionality of California Penal Code Section 313.1(c)(2), the State’s
“newsrack” statute, which bans the sale of “harmful matter” in unsupervised sidewalk vending
machines) (NLC filed an amicus brief in this case);

Playboy Entertainment Group, Inc. v. United States, 945 F. Supp. 772 (D. Del. 1996), judgment
affirmed, 117 S. Ct. 1309 (March 24, 1997) (Supreme Court upheld refusal of three-judge
District Court to enjoin the cable indecency regulations in the CDA, the purpose of which are to
protect children from pornographic cable TV signal bleed);

42 U.S.C. § 2000e-2; 29 CFR § 1604.11 (1991), and 18 U.S.C. § 242; 42 U.S.C. § 1981, 1982
(sexually derogatory "fighting words," among other words, may produce a violation of Title
VII's general prohibition against sexual discrimination in employment practices, see R.A.V. v.
St. Paul, 505 U.S. 377, 390; “Pornography, Equality, and a Discrimination-Free Workplace: A
Comparative Perspective,” 106 HarRvARD Law Review (March 1993), n. 5, pp. 1075-1092
(expressing the view that pornography in the workplace should be prohibited under Title VII as
creating a hostile environment constituting sexual harassment); Robinson v. Jacksonville
Shipyards, 760 F. Supp. 1486 (M.D. Fla. 1991) (pornography considered as evidence of a
hostile working environment, offering an argument for eliminating pornography in the
workplace in order to promote gender equality);

Various state statutes (see, for example, California Penal Code, Sections 311, et seq. (Obscene
Matter) and Sections 313, et seq. (Harmful Matter), Sections 370-371 (Public Nuisance), and
California Code of Civil Procedure, Sections 3479-3480 (Public Nuisance); Busch v. Projection
Room Theater, 17 Cal.3d 42 (1976) (state case holding that state public nuisance statutes can be
used to enjoin and abate exhibition of obscene materials to “consenting adults”. Likewise, see
chapters 2907 of the Ohio Revised Code on obscenity, child pornography, and material harmful to
minors and chapter 3767 on nuisance abatement, as well as chapter 235 of the New York Penal
Code and similar statutes of the other States

5. The Entities Involved: Libraries, Schools, and Businesses

“...I know it when I see it....”” Justice Potter Stewart Jacobellis v. Ohio, 378 U.S. 184, 197
(1964).
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Entities Offering Internet Access May Not Arbitrarily Refuse to Install Internet
Filters Without Exposing Themselves to Criminal Responsibility and Civil Liability

In reviewing the legal issues involved in the choice, or refusal, to install filtering software, it is
important to consider the compelling governmental interests involved, as well as the specific legal
powers and authority of the entity providing Internet access, whether it be a public library, school, or
business.

There are several compelling governmental interests involved:

(1) The principle that society has a “compelling interest” in protecting minors from sexually explicit
material has been consistently recognized by the United States Supreme Court. For example, FCC
v. Pacifica Foundation, 438 U.S. 726 (1978), concluded that government may compel broadcasters
to refrain from airing indecent sexual material when children are likely to be in the audience or
when unconsenting adults may be viewers; and Ginsberg v. New York, 390 U.S. 629 (1968), ruled
that states may criminalize disseminating harmful “soft-core” pornographic material to minors,
even though the material may not be obscene for adults. In addition, the Supreme Court has
uniformly ruled that governmental regulations may also act to facilitate parental control over
children’s access to sexually explicit material. See Action for Children’s Television v. FCC, 932
F.2d 1504 (D.C. Cir. 1991), cert. denied, 112 S. Ct. 1282 (1992); and Sable Communications v.
FCC, 492 US 115 (1989).

(2) The eradication of workplace discrimination is more than simply a legitimate governmental
interest, it is a compelling governmental interest. Eliminating discrimination against women is
compelling government interest, as is removing barriers to economic advancement and political and
social integration that historically hinder women. See Rotary Int’l v. Rotary Club of Duarte, 481
U.S. 537 (1987), Roberts v. United States Jaycees, 468 U.S. 609 (1984), Robinson v. Jacksonville
Shipyards, Inc., 760 F. Supp. 1486, 1535 (M.D. Fla. 1991).

Public library or school officials (whether operating at the elementary, secondary, post-secondary or
graduate level) are charged with obeying and implementing of the regulatory authority of the state.
Public officials may not exercise the discretion vested in them to make public decisions in a
narrowly partisan or political manner, Board of Education v. Pico, 457 U.S. 853 (1982), or in a
purely arbitrary manner without a basis rationally related to a legitimate governmental purpose. See
also American Council of the Blind v. Boorstin, 644 F. Supp. 811 (D. D.C. 1986).

Businesses and official offices, public and private, are constrained by various federal and state laws,
with respect to conduct in the workplace, and the duty to take affirmative steps to eradicate
workplace discrimination.

Operational decisions and choices dealing with the formation of public policy in the expenditure of
public funds and the discharge of official duties are important. As officials exercise their discretion
regarding whether to install filtering software, they must act in the public interest and according to
law. Entities offering Internet access may not arbitrarily refuse to install filtering software without
exposing themselves to criminal law responsibility and civil liability. Filterware offers the best
presently available defense and protection against avoiding the use of Internet computers for
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downloading and accessing illegal child pornography, hard-core obscenity, and providing such

materials or other harmful matter to juveniles. This is especially true in light of the general scienter
required for liability under criminal laws and the specific civil immunity available under the CDA’s
“Good Samaritan” provisions to provide protection for “Blocking and Screening” of such materials.

The power and authority of entities such as libraries or schools to act are, for the most part,
controlled by statute. In many states, the selection of books and materials have been delegated by
the state legislature to a governing school or library board, as well as to administration and staff.
Greater latitude to restrict access to a wider range of material may exist in a public library than it
does in the school setting. A school must comply with a stricter governmental justification for
restricting speech because of compulsory attendance and captive audience of students and the
obligation to control curriculum in a way that provides First Amendment rights beyond those that
must be accorded to library patrons or other members of the public. Schools, nevertheless, must
comply with state and federal obscenity and child pornography laws and state “harmful to minors”
laws. See CDA, “Effect on Other Laws”, 47 U.S.C. § 230 (d) (1), (3), 110 Stat. 138-39. However, a
School or Library official does not have unbridled discretion to make decisions with respect to
matters entrusted to their care. The exercise of the discretion vested in them as public officials must
be constrained by the public interest, and their actions must be grounded in some basis rationally
related to a legitimate governmental purpose. In this regard, they and their students and patrons are
protected against restrictions based on political or philosophical differences of opinion by the
principles enunciated in Board of Education v. Pico, 457 U.S. 853, 859 (1982).

For libraries, there are internal procedures to handle complaints concerning particular items in the
library collection, including ALA guidelines for dispute resolution. For schools, there are
administrative procedures available to review the decisions of said governing boards or staff, with
any final administrative action subject to court review. See Presidents Council, Dist. 25 v.
Community Sch. Bd. No. 25, 457 F.2d 289 (2" Cir. 1972). If any dispute arises over access to
materials or sites blocked or restricted by a software program, such disputes could be resolved by
staff and access given or denied, or resolved by administrative/court review.

Filtering Software: Removal versus Acquisition

Opponents of filtering software have argued that its utilization by a public library or school is the
equivalent of “book removal” as opposed to “acquisition of a product” (they argue that to grant
access to the Internet is to acquire access to the entire volume of material posted in cyberspace).
Opponents argue that public library and school boards cannot “remove” a book (once acquired),
where the stated motivation is concern over the sexually explicit nature of the book’s contents.
There is no case authority to support this conclusion. In asserting their position, opponents rely on
the United States Supreme Court case of Board of Education v. Pico, 457 U.S. 868 (1982), but this
reliance is misplaced because this case actually supports the power of a school or library board or
staff to control selection or even to “remove” any item based upon its “content” (as “vulgar,”
“educationally unsuitable,” “harmful to minors,” or otherwise illegal or offensive, as long as the
removal action is not primarily motivated by opposition to the item’s “viewpoint.”). In this regard,
filterware can automatically prevent unwanted, unselected materials from entering the library or
school in the first place, thus avoiding the question of its “removal” once there, since a computer
only downloads from the Internet or online service that which it calls up from a remote server,
because there is nothing on the local terminal until then.
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Acquisition of new products is a matter entrusted to the discretion of public library and school
boards. Public library and school boards have always been in the position of formulating a
“selection” or “maintenance” policy with respect to the propriety of materials to be acquired or
maintained by the public library or school. This discretion to choose and maintain materials for
inclusion within a library or school collection is not unfettered and absolute, but is carefully
constrained by the public interest, and should in good faith be exercised to further the express
purpose for which the library was established and is maintained at public expense.

Faced with the duty of choosing from an almost infinite selection of materials, public library and
school boards have always been faced with the task of acting responsibly. Actions by public
officials cannot be exercised in a narrowly partisan or political manner, or in an arbitrary way, and
cannot be based upon improper motivations. Neither should those of a librarian or school teacher.
A board should give its reasons for acting, or not acting. The ostensible justifications for board
action or inaction should not be simply pretexts for opposing “censorship” any more than for the
suppression of free speech based on one’s personal political persuasions. However, a distinction
must be drawn between making reasonable “content” based decisions (which is permissible for
libraries and schools) and acting so as to suppress a particular “viewpoint. In this regard, the Pico
case provides proper guidance to school and library officials and its reasoning and the proscriptions
of federal obscenity, child pornography, and state harmful to minors laws provide the proper
mandate.

The selection process of software to be acquired or maintained by a library obviously involves a
choice of the “content” of the material which would be screened. The process of choosing software,
as it is for books or magazines to add or maintain in a library collection, is by definition ”content
based.” A central question should always be whether public funds should be expended to acquire or
maintain a certain type of material and should this material be included or excluded from the
library’s or school’s collection?

In ordering the removal of material, some Supreme Court jurists have suggested that a school board
(which has broad discretion in the management of school affairs) has the discretion, depending upon
the circumstances, to base its actions upon such considerations as “educational value,” “education
philosophy,” or the decision to remove items containing “vulgarities and sexual explicitness.” See
Board of Education v. Pico, supra. Also, Pico did not diminish the power over the “acquisition” of
material (whether in person or by use of software), but involved concern over the removal of a book
from a school library for improper motivational reasons. Nevertheless, its teachings are worthy of
merit and provide a reasonable policy for schools as well as public libraries that is consistent with
their educational and public mandates, avoids “censorship”, sets a measured and identifiable
standard, and would allow for a balancing of the interests of adult and juvenile patrons and students
alike.

Filter software does not “remove” material from a library -- it is simply a tool for assisting in the
selection or acquisition process and can allow restrictions on the type of material which can be
brought into the library or school computer and accessed by children and/or adults. A good filter
also assists parents exercise control over what their children can obtain, by protecting them in public
from materials that no business could sell them, no theater could show them, no pedophile could
seduce them with, and no library or school would select for them in their physical collections. This
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extended family protection is part of the public interest to be served by publicly funded institutions
and services and parents have a right to rely on obedience to law in the dealings that strangers have
with their minor children. The use of filtering software is not about “condoning or removing” ideas.
It is about protecting the unwilling recipient and the willing criminal from access to illegal and
harmful pornographic materials and it effectively empowers parents and society to protect their
children. Upon request by an adult, filter software can easily be disabled, allaying any concern that
improper “censoring” will occur, or that the use of blocking devices are motivated by “political” or
other improper personal “hostility” or “animus.”

Use of filtering software by libraries and schools to block access to sexually explicit material on the
Internet (and the imposition of an “Internet Use Policy” which incorporates the use of blocking
devices) is fully consistent with the Constitution. Public Library and School Boards have been
vested with the discretion to make “good faith” purchases of computer software, the object of which
IS to assist libraries and schools in their public mandate, and their duty under the law, to shield and
protect unwilling recipients and children from exposure to pornographic images. In making
computer use available to the public, there is no corresponding duty under the Constitution (and no
“Constitutional right”) to “free Internet access.” There are adequate alternative avenues of Internet
communication (other than the library or school) which are easily available to the general public. A
public library or school is under no obligation to buy pornography for consenting adults or provide
them with access to it with public funds and services. It is in the best interest of libraries and
schools to maintain their freedom from being “forced” to do so and should not consent to provide
free access to any pornography, much less illegal obscenity or child pornography or materials for
minors which are harmful to them.

Moreover, absent extraordinary circumstances, the exercise by a library or school board of its
discretion to purchase software and implement an “Internet Use Policy”:

(1) does not “implicate” the Constitution,

(2) does not represent a “violation” of the Constitution or federal law, and

(3) should not be subject to federal judicial review under 42 U.S.C. § 1983.

Whatever decisions are made in the allocation of scarce governmental resources to school or library
acquisitions and actions, they must be made responsibly, and with a focus on the legitimate
governmental purposes involved. No school, library, or business official has a right to arbitrarily
refuse to install filtering software without considering the compelling governmental interests
involved in the protection of children, avoiding criminal violations, and preventing a hostile work
environment or condoning sexual harassment.

Responsible offerings and access by ISPs and use of filterware by parents, schools, libraries, and
companies can be a reasonable and effective means of regaining control over the truly valuable and
educational promise of the Internet. This point is illustrated by a recent newspaper article, which
described a situation arising in a Livermore, California, involving a 12-year old boy who gained
access and downloaded hard-core “cyberporn” materials at the public library.

These are the reported facts: during a two-week stay with his uncle, the boy visited the library daily
to download and print out a stack of pornography that, the paper commented, “would make (Hustler
publisher) Larry Flynt proud.” When asked how public equipment, property, and facilities could
have been so misused, a deputy county librarian used the ALA argument that the library could not
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use content-screening software because it would be “censorship” by a “public institu